Meponpuamus no npogpunakmuke XumieHuil 0eHeIHCHbIX CPEOCme
2PaXxcoan, co6epPuIéHHBIX ¢ UCHOIb308AHUEM UHPOPMAUUOHHO-
MeNeKOMMYHUKAUUOHHBIX MEXHOI02UlL

Cdepa uHGOPMAIIMOHHO-TEICKOMMYHUKAIITMOHHBIX TEXHOJIOTHH (Janee 1o
tekcty UTT) 3aTparuBaet Bce cdephl )KU3HU COBpeMEHHOTO 001ecTBa. KomnuecTBo
MPECTYIUICHUM, COBEPIIAEMBIX C UCIOJb30BaHuEM T T, HEYKIIOHHO pacTeT, METO/IbI,
CITIOCOOBI U CPEJICTBA UX COBEPIIICHUS CTAHOBSTCS BCE CIIOKHEE U M3OIIPECHHEE.

Tak, B 2022 romy mnoapazaencHusmu OBJl BeiaBiaeHo Oosee 100 ThIC.
MPECTYIUICHUH, COBEPIICHHBIX ¢ ucnonb3oBaHueM WTT, B cdepe KoMmbrOTEpHOM
uH(popMalnuu, ¢ uchoib3oBaHueM ceTu «VHTepHeT», a TakkKe C HCIOJIb30BAHUEM
CpeJCTB MOOUJIBHOM CBS3H.

Bonpocsl, cBa3anHbie ¢ ucnosib3oBanneM MTT Ha 3akoHOIATEIBHOM YpPOBHE,
perynupytotcss OenepanbabiM 3aKk0HOM OT 27.07.2006 Ne 149-D3 «O6 undopmaiuu,
MH(POPMAIMOHHBIX TEXHOJOTUSAX U O 3aIUTe HHQOPMALMN. 3aKOHOIaTeJIbHBIEC aKTHI,
pa3paboTaHHbIE Ha €ro OCHOBE, B IIeJIOM TO3BOJSOT PockomHam3opy BO
B3aMMOJCHUCTBUM C OINEpPAaTOpaMH CBSI3M U OPraHU3aTOpaMu pPacHpOCTPaHCHUS
uH(opManuu, OCYIIECTBIATh BelaeHue «EIWHOrO peecTpa JAOMEHHBIX WMEH,
ykaszarenen crpanul camtoB B UTT ceru «lHTEpHET» UM CETEBBIX aIPECOB,
MO3BOJISIIONIUX MIAESHTU(UIMPOBATh calThl B ceTtu «MHTepHeT», cojaepkaiiue
uH(popManuio, pacrpocTpaneHre Kotopoil B Poccuiickoit denepanuu 3anpemieHo.

[Tpunstue ®enepanbHoro 3akoHa oT 27.06.2018 Ne 167-®3 «O BHeceHuu
W3MEHECHUW B OTJAEJIbHBIE 3aKOHOJATEbHbIE akThl PMD B 4acTM NpPOTUBOACHCTBUS
XHUIIEHUIO JCHEKHBIX CPEJICTBY», MO3BOJIWI KPEAUTHO-(PMHAHCOBBIM OpraHU3AISIM
CBOEBPEMEHHO OJIOKMPOBATh HE3aKOHHBIE TPAH3aKIIUM, BO3MEIIATh YIIIEPO OT HUX.

B cootBerctBun ¢ ®enepanbHbiM 3akoHOM OT 23.04.2018 No 111-®3 «O
BHECEHUU U3MEHEHNM B Y TOJIOBHBIN KOJIEKC PDY, y)KECTOUCHO HAKA3aHUE 3a XUIICHUE
JIEHEKHBIX CPEACTB ¢ 0AHKOBCKOTO CUETa WJIU AJIEKTPOHHBIX JICHEKHBIX CPEJICTB.

[Ipu »>TOM wHMErIIMEcs HOPMATHUBHBIE MPABOBBIC AKThl HE B TOJHOM Mepe
MTO3BOJISIFOT peliaTh nocrasieHHbie nepes MBJI Poccun 3amaum.

Tak, nepBUYHBIM cIOCOOOM 00pHOBI ¢ MpecTynmHOCTRIO B chepe UTT siBnsiercs ee
npoduIaKkThKa, KOTOpas OepeT CBOoe€ Havajlia ¢ NpaBWI TOBEACHUS TpaKIaH, B
OTHOIIIEHWN KOTOPBIX TMPOUCXOIAT MoIleHHu4Yeckue paeictBus B cdepe WTT.
N3yuenne BUIOB MpecTynmHOU nearenbHocTh B chepe UTT, MeTogoB X COBEpIICHHUS,
METOJIOB JOCTHXKEHHUS e M oOMaHa, M3y4YeHHE METOJWK M TPaBWJ TOBEIACHUS
rpaXJaaH Mpu OOIIEHUU C MPECTyMHUKAMHU, TTO3BOJIUT NMPODHIAKTUPOBATH YKA3aHHOE
HAIIPaBJIICHUE TNPECTYNHOM JAESATEIbHOCTH W IIPECE€Yb HACTYIUICHUE BPEIHBIX
IMOCJIEICTBUH.



HaubGonee pacnpoctpaneHHble BUIbI MolleHHH4YecTB B chepe UTT, a Takke
MPU3HAKU MOUICHHUYECKUX CXEM:

1) npuobpemenue mosapos u yciye nocpeocmseom cemu « Mumepuemy». [pumep:
CO3/IAETCA CaWT-«OJIHOCTPAHUYHUK», HA KOTOPOM BBIKJIAJIBIBAIOTCS TOBAPHI OJHOIO
BU3yaJlbHOIO IMpu3Haka. lleHa 3a ToBapel BeECbMa MPHBJIEKATENbHASA, HUKE
cpeanepeiHouHOU. [Ipu odopmienun 3akaza Bam mpennararoT ocCymiecTBUTH JIHOO
npenoryiaTy Ha KapTy OaHkKa WIM SHIEKC.KOIIeleK, Ju0O0 OIUlaTUTh 3aKas
«HAJOKEHHBIM TUIaTEXOM». I[IpHCYTCTBHE BO3MOMXHOCTH HAJIOKEHHOIO ILIATEXKa
OOBIYHO CHHMXAET ONUTENbHOCTh. OJHAKO, CTOUT MOMHUTh, YTO MPU MOJIYUYECHUU
nocbulku (ToBapa) B otAeneHuu «llouta Poccum» Bbl CHauasia OIJIaYMBACTE
HAJIO)KCHHBIM IUIATEX, KOTOPBIM BO3BpAaTy HAa MECTE HE MOIJICKHUT, a Y¥KE IOCIE
MOJKETE€ BCKPBITh YIAKOBKY MOCBUIKM. 3a4acTyl0 BMECTO OIUIAYEHHOI'O TOBapa B
MTOCBUIKE MOTYT HaXOJAUTHCA MIPEAMETHI, KOTOPHIE HE MPEJICTABISAIOT LIEHHOCTH (JIOCKH,
KUPNUYA W HUHBIE TPEAMETHI), JHUOO TOBaphl, CTOMMOCTh KOTOPBIX HH3Kas,
OTHOCHUTEJILHO CTOMMOCTH 3aKa3aHHOT'O TOBApA.

[Ipy3Hakn MOIIEHHUYECKOW CXE€Mbl Ha CaWTax: OTCYTCTBHE OT3bIBOB
MOKyTaTesiel, MUHUMaJIbHBIM UHTEp(dEiC, CKyIHbIe KOHTAKTHBIC JaHHbBIC, IIepenucKa
BEJICTCS C DJICKTPOHHBIX MOYTOBBIX SIIITUKOB.

[logoOHbIE MOIIEHHUYECKHE CXEMbl MOTY OCYIUECTBIATHCS U TOCPEICTBOM
Tene(OHHBIX 3BOHKOB C Pa3JIMYHbIX HOMEPOB, 3a4acCTYI0 CTAllMOHAPHBIX. 3BOHSAIIUI
IIPEACTABIIETCS COTPYAHUKOM HMHTEPHET -Mara3hHa, NpelaraeT Ha BBINOJHBIX
YCIIOBUSAX TNMPUOOPECTH TOBAp, a TAKKE TOBOPUT O TOM, UYTO Bbl YyXe O(OPMIISIH
MHTEPHET-3aKa3bl U Y BaC CKOIUICHO OMPEJEICHHOE KOJIMYECTBO MOJApOUYHbIX 0aslioB,
3a cueT KOTopbix BaMm obecneyeHa cKuika OT CTOUMOCTH.

2) Ilpusbie o nomowu. Ha uWHTEpHET-pecypcax 3JI0YMBINUICHHUKAMHU
pasmeniaercs JoxkHas UHGOpMalys 0 HaJTUYUU 3a00JIeBaHMs y OE€CIIOMOIIHOTO JIUIIA,
¥ 9TO HEOOXOIUMO JoporocTosiiee JiedeHue. B cBs3u ¢ yem Bac mpocst okaszath
0JIarOTBOPUTEIIbHYIO TIOMOINb, TYTEM IMEepeBOJa JEHEXHBIX CPEICTB Ha CUeTa
0aHKOBCKHUX KapT, THOO MHBIMH CTIOCOOAMU IJICKTPOHHBIX TIATEKEH.

KOHG‘-IHO, OBIBAIOT KU3HEHHBIE CUuTyaluu, KOIraa HOI[O6HBI€ IIPU3bIBbI K
6J'IaFOTBOpI/ITeJ'II)HOCTI/I I[GﬁCTBHTGJ'H)HO MOI'yT IIOMO4Yb CIIaCTH KH3Hb KOMy-J'II/I60,
OJHAKO, IMpPCKAC UYCM IMPUHATH 1'[0}106HO€ pPCUICHUC O6paTI/IT€ BHUMAHHUEC Ha
ciacayromee: pasMCIICHbI JIM KOHTAKTHBIC HAaHHBIC POACTBCHHUKOB HIIN pO)II/ITCJIeﬁ
J1la, KOTOpOMY HYKXHaA IIOMOIIb, COBIIAAAIOT JIM UX JAHHBIC C NJAaHHBIMH BJIAJCJIBIICB
KapT. ITo3BoHUTE MO YKa3aHHbBIM KOHTAKTHBIM HOMCpPAM, a CIIC JIYYIIC HOHpO6YﬁT€
HaWTH UX B COMAJIbHBIX CCTAX.

3) 3somox om poocmeennuxa, nonasuieco 6 60edy. Pa3gaeTcs 3BOHOK C
HEHM3BECTHOTO HOMepa. [oBOpSAIIMiA, aganTHPYSCh IO CUTyalluH, 3J0pPOBaCTCH, H
TOBOPUT «3TO 5». KepTBa, cpaszy acCOrMupys MOJACO3HATEIHLHO TOBOPSIIETO C KEM-TO,
KOTOPOT'O OHa HE y3HaJla, IMBITAETCS y3HATh M B WTOI'C HA3bIBACT MM OJIM3KOTO
YeJIOBeKa. 3JIOYMBIIIIEHHUK, TOJIB3YSCh CHUTyaIldeld, COTJIAMIaeTCs ¢ TEM, YTO HMS



MPUHAJIEKUT €My, MOCJIE YEero, HalaAuB MCUXOJIOTUYECKUH KOHTAaKT C YKEPTBOM,
HAauYMHAET PACCKa3bIBaTh UCTOPUIO O TOM, uTo OH momnan B Oemy (UTII, moman B
MOJIMLIMIO 32 MPECTYIUIEHHE, KOTOpOoe He coBepiai, u T.4.) [Ipu 3TOM 3auactyro k
pPa3roBOpy MOJKIIIOYAETCS €r0 COOOIIHUK, MPEICTABIAACH KAKUM-TTMOO COTPYIHUKOM
TOCCTPYKTYpbl M TOATBEPXKIAECT  pacckaszaHHyr  ucropuro. [locie  wyero
«TICEBIOPOACTBEHHUK» IPOCUT MIEPEBECTH JICHEKHBIE CPEACTBA, AKOOBI JIJISl BBIXO/A U3
CUTYAIIMU U €T0 OCBOOOXKICHUS.

B cnoxxuBmieilicss cuTyamyu Bbl JOJDKHBI Cpa3y MOMHUTH O TOM, YTO IOJIOOHBIC
BHUIbl MOIIICHHUYECTB CYIIECTBYIOT, M Cpa3y K€ 3aJiaTh TOBOPSAIIEMY Jr000M BOIPOC,
CBSI3aHHBIM C BalllUM 3HAKOMCTBOM M T.N. ECJiM roBopsIKil MbITACTCS 3alyTaTh Bac 1
HE MOXET OTBETUTh KOHKPETHO, TO Cpa3y e MPEKpaTUTE pa3roBop, Ja0bl HCKIIOUHUTh
IICUXO0JIOTHYECKOE BO3ecTBUE Ha Bac.

4) 3eonox om pabomuuxa damxa (npedcmasumens CayxHcObl 6e30NACHOCIU).
Pa3gaeTcsi 3BOHOK € HE3HAKOMOTO HOMEpa. 3BOHAIIMNA YBEPEHHBIM TOJOCOM
npeacTaBisieTcss paboTHUKOM OaHka (B ocHOBHOM HasbiBaeTcsi [TAO «COepbank»),
YBEPEHHO yTBEPK/asi, YTO >KEPTBA SIBISETCA KIMEHTOM OaHKa, M YTO B OTHOIICHHUH
HEro MPOUCXOAT MOIICHHUYECKHUE CUCTBUH, HAIIPUMED, MMOCTyIHIa 3asiBKa B OaHK
Ha CIMCaHWE JCHEKHBIX CPeACTB. [Ipm 3TOM roBOpsIIHA 3agacT HEOTHOKPATHO
BOITPOCHI: MMPOU3BOJWIIN JIM BBl TIEPEBOJBI JICHEKHBIX CPEJCTB, OTUIAYMBAIIA JIU BBI
TOBaphbl Yepe3 CETh MHTEPHET, CHUMAJIA JU BBl JICHS)KHBIC CPEJICTBA ¢ OAHKOBCKOM
KapThl B mocneaHee Bpems. JKepTa, Oynydn BBeJACHHOU B 3a0iyXICHHE, HAUMHACT
OTBEYATh HAa BONPOCHL. HanaauB NCUXOJOTMYECKUN KOHTAKT C KE€PTBOM, MOLICHHHUK,
MoJ TMPEJIOTOM TPEeCceUeHrs MOIICHHUYECKUX JCHUCTBUH M BO3BpaTa SKOOBI
MOXMINCHHBIX JICHEKHBIX CPEJICTB, MPOCHT Ha3BaTh HOMEP KapThl >KEPTBBI, JATy
Bbinycka 1 CVC koJ, yka3aHHbIA Ha 000POTHOM cTOpoHE KapThl. O0Nanas ykazaHHON
nH(popMalue, 3JIOYMBINIUICHHUK C JIETKOCTBIO, TPH IOMOIIM  JISTUTHMHO
CYIIECTBYIOIIIMX CHCTEM JJIEKTPOHHBIX IIIATEXKEH, MOXKET OeCHpensITCTBEHHO
MOXHUTHUTH CO cueTa 0AHKOBCKOM KapThl ICHEKHBIE cpeaicTBa. Kpome Toro, nHoraa, mpu
nepeBogax ¢ 0aHKOBCKUX KapT Ha HOMEP TesiepoHa KePTBHI MPUXOIAT OT OaHKA CMC-
KOJIbI, TIOJITBEPIKIAIOIINE TEPEBOIbI. JJaHHBIC KOIBI 3I0YMBIIIJIEHHUK TAK)KE MBITACTCS
O0OMaHHBIM ITyTEM BHIMAHHTb.

5) 36onox om compyonuka noauyuu (Cre0CmeeH bl KoMumen, npoKypamypa).
3BOHSIIIMNA TPEACTABISCTCS COTPYJHUKOM IPABOOXPAHUTEIBHBIX OpPraHoB U T.J.
MOCJIE Yero paszbsiCHACT MHGPOPMAIUIO O TOM, YTO MO TMACIOPTY MOTEPIIEBIIETO B
KaKoM-JTu00 cyOobekTe P® MOIIEHHUKH MBITAIOTCA OPOPMUTH KPEAUT, MPU ITOM
Ha3pIBalOT JIo)kHBIE PUO ¢ BompocoM, 3HAKOM JIM Takoe morepnesBmemy. llpu
YCTAHOBJICHUM KOHTaKTa C MOTEPIICBUIMM, 3JOYMBIIIJICHHUKU MPOCAT MPOU3BECTH
pa3JIMuYHbIE MAHUITYJISIIUU: 0(DOPMUTH KPEJUT B OHJIANTH-KAOMHETE U OCYIIECTBUThH UX
MepeBo/i Ha HoMepa Teae(OHOB U OAHKOBCKUX KapTa, IEPEBECTH JIMUHbBIE COEPEKEHUS
Ha T€ e HoMepa TeJepOHOB, HA3BaTh PA3IMUHbIC TAPOJIH, IEPEUTH IO CChUIKAM M T.I.

Takxe MOIIICHHHUKHN MOT'YT 3BOHUT oA JIMYMHOU COTPYIHUKOB
IMPAaBOOXPAHUTCIIBHBIX OpPraHOB HW IIPOCHUTH IIOTCPIICBIINX IIOYY4aCTBOBATH B



3a/Iep’)KaHUU  MOIIIEHHUKOB, KOTOpPbBIE TBITAIOTCS MOJYYUTh JOCTYNl K cUeTam
MOTEPIEBIINX, JJIi ATOTO MPOCAT TMEPEBECTH BCE CBOM JICHEKHBIE CpPEICTBA HA
CTOPOHHHUH CYET, SIKOObI 3aMOpPO3UB YKa3aHHYI0 CymMMy, oOe€llasi, 4TO yKa3aHHbIC
JICHEXKHBIE CPEJICTBA BEPHYTHCS HA CUET MOTEPIEBIIUX CIYCTS KAKOE-TO BPEMSI.

B yka3aHHOW BBIIIE CHUTyaIlMM HYXXHO IOMHUTBH, YTO PAOOTHUKH OaHKa WM
COTPYIHUKH TIOJHMIIMA HE OCYIIECTBISIOT TOMOOHBIX 3BOHKOB. Jlaxke ecnmu Bawm
MO3BOHUT pabOTHUK OaHKa, TO OH B MpaBe TOJILKO MOMPOCUTH Bac 3a0i10KMpoBaTh
Ballly KapTy W oOpaTtuTcs B OJwkaiiiiee oTneieHue OaHka. JlaHHbIe OaHKOBCKOM
KapThl, TAKHE KaK HOMEp KapThl, a yx TeMm Oonee koa CVC nepenaBatb KoMy-Tu60
3alpenieHo, 1 HUKTO He BIIpaBe y Bac e€ro TpeOoBaTh.

6) Ilpuobpemenue mosapos na cauvmax obwvseienull (Asumo u m.o.), 3axas
docmasku ue2o-1ubo uepes cepsucwvl «brabnaxapy. lloTepneBmnii caM UHHITUUPYET
3aKa3 TOBAPOB WJIM YCIYT, IIPH 3TOM IIpU Oece/ie CO 3JIOYMBIIUICHHUKOM TIEPEXOIUT
JUIs OOIIEHUsI B MHBIC CEPBUCHI, Takhe Kak «BarcAm», «Temerpamm» u T.1. Yke B
YKa3aHHBIX CEpPBHCAX 3JOYMBIIUICHHUK JHUOO IPOCUT NEPEBECTH NPEAOIUIATy 3a
TOBApPbI M YCIAYTH, JTUOO MPHUCHIIAET CChIIKY SKOOBI CEpBHCA TI0 MEPEBOAY JACHEKHBIX
CPEACTB, 3a4acTyl0 C JIOTOTHIAMH «ABHTO OILIaTa», IOCIEC Yero IOTCPICBIIHMA
IICPEBOJINT JICHE)KHBIC CPEJICTBA, HE TOJIydas IPHU ATOM 3aKa3aHHBIC TOBAPhl HIIH
ycayrn. Taxkke UMENM MeCTO OBITh CIIydau, KOTJa IIPU BBOJIC JAHHBIX OaHKOBCKOI
KapThl TIOTEPIIEBIIETO B BBICIAHHOW €My CCBIIKE, JACHEKHBIC CPEIACTBA HAUMHAIH
CIIMCHIBAaThCS aBTOMATHYECKH B Pa3HBIX CyMMaXx, HE 3aIlpaliuBasl MPH 3TOM KakKue-
00 MOATBEPKAAIOIINE KOIBI.

7) 36omoK om OAHKOBCKOU oOpeanu3ayuu ¢ poOOMUUPOBAHHLIM MEKCHIOM.
[ToTepneBieMy pa3gaeTcsi 3BOHOK C pOOOTH3UPOBAHHBIM TEKCTOM O TOM, UTO I0/IaHA
3asBKa B OaHK Ha MepeBO/I, IMOO Ha MOJTyYeHHUE KpeanuTa Ha BHYIIMTEIbHYIO cyMMa. B
ATOT MOMEHT HE KOHKPETU3HPYETCS HU OaHK, B KOTOPOM ITO/IaHa 3asBKa, HA JaHHBIC
norepresmiero. [lociae mogoOHOrO 3BOHKA pas3aeTcs 3BOHOK YK€ OT SIKOOBI
COTpyAHMKa OaHKa, KOTOPBIM YK€ /1aeT MOTEPHEBIIEMY YKa3aHUs, KaK BBIUTH U3
CUTYaIUH, IPUHYKasl IepeaaTh MepCOHATbHBIC JaHHBIE, TUOO0 OCYIIECTBUTH NIEPEBO
JCHEKHBIX CPEACTB. B 1aHHOW cHUTyanmuu HYXHO IIOMHUTH, 9YTO OaHKOBCKHE
pabOTHHKM MOTYT 3BOHUTH KJIMEHTaM OaHKa TOJBKO C YBEIOMUTEIHHOMN
nHpOopMaIel, HUKaKuX IePeBOJIOB B TeIePOHE PEIKUME OCYIIIECTBHTH HEBO3MOKHO.
B cimywae monmydeHms moj00HOTO 3BOHKA CTOWT, NMPH BO3HMKHOBEHHH COMHCHWS,
0o0paTuThCs B OAHK.

Oco0oe BHIMaHHE npoury yacjinuTb I/IH(I)OpMaI_II/II/I O BO3MOXHBIX MOIICHHNYECCKUX
I[CﬁCTBH?IX npu 1noMomu roJIOCOBBIX IIOMOIIHHMKOB B YIIPpAaBJICHHHN OaHKOBCKHMU
cyucramMu.

Ecnu Bam 3BOHSIT U POCAT OTBETUTHh HA BOIPOCHI (hpazaMu «J1a» HIH «HET», TO
€CTh BEPOSITHOCTh TOTO, YTO B 3TO BPEMSI IPOUCXOJUT B3JIIOM BaIllero OAHKOBCKOIO
cyera Mpu OMOLIU F'OJI0COBOI0 YIPAaBJICHUS.



